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Windows

Internet Explorer
Microsoft Edge
ChakraCore

Azure App Service
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Chakra Core
Microsoft Edge (Edge HTML - based), Internet Explorer

Chakra Scripting Engine Memory Corruption Vulnerability

Critical

CVE-2019-1307
CVE-2019-1308
CVE-2019-1335
CVE-2019-1366

Remote Code Execution

10/08/2019 Sszasds o3

Windows Server 2016

Windows 10 Version 1703 for x64-based Systems
Windows 10 Version 1803 for 32-bit Systems
Windows 10 Version 1803 for x64-based Systems
Windows 10 Version 1803 for ARM64-based Systems
Windows 10 Version 1809 for 32-bit Systems
Windows 10 Version 1809 for x64-based Systems
Windows 10 Version 1809 for ARM64-based Systems
Windows Server 2019

Windows 10 Version 1703 for 32-bit Systems
Windows 10 Version 1709 for 64-based Systems
Windows 10 Version 1709 for ARM64-based Systems
Windows 10 Version 1903 for 32-bit Systems
Windows 10 Version 1903 for x64-based Systems
Windows 10 Version 1903 for ARM64-based Systems
Windows 10 for 32-bit Systems

Windows 10 for x64-based Systems

Windows 10 Version 1607 for 32-bit Systems
Windows 10 Version 1607 for x64-based Systems
Windows 10 Version 1709 for 32-bit Systems
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https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2019-1307
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2019-1308
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2019-1335
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2019-1366

Azure App Service on Azure Stack

Azure App Service Remote Code Execution Vulnerability

Critical

CVE-2019-1372

Remote Code Execution

10/08/2019
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Azure App Service on Azure Stack Ty
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https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2019-1372



https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2019-1307
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2019-1308
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2019-1335
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MS XML Jeazo ol
MS XML Remote Code Execution Vulnerability SN cumwl o
Critical el
CVE-2019-1060 S 2 | Al
Remote Code Execution w56
10/08/2019 Sl 3954 oy T

Windows 10 for 32-bit Systems

Windows 10 for x64-based Systems

Windows 10 Version 1607 for 32-bit Systems
Windows 10 Version 1607 for x64-based Systems
Windows 10 Version 1703 for 32-bit Systems
Windows 10 Version 1703 for x64-based Systems
Windows 10 Version 1709 for 32-bit Systems
Windows 10 Version 1709 for 64-based Systems
Windows 10 Version 1709 for ARM64-based Systems
Windows 10 Version 1803 for 32-bit Systems
Windows 10 Version 1803 for ARM64-based Systems
Windows 10 Version 1803 for x64-based Systems
Windows 10 Version 1809 for 32-bit Systems
Windows 10 Version 1809 for ARM64-based Systems
Windows 10 Version 1809 for x64-based Systems
Windows 10 Version 1903 for 32-bit Systems
Windows 10 Version 1903 for ARM64-based Systems
Windows 10 Version 1903 for x64-based Systems
Windows 8.1 for 32-bit systems

Windows 8.1 for x64-based systems

Windows RT 8.1

Windows Server 2012

Windows Server 2012 (Server Core installation)
Windows Server 2012 R2

Windows Server 2012 R2 (Server Core installation)
Windows Server 2016

Windows Server 2016 (Server Core installation)
Windows Server 2019

Windows Server 2019 (Server Core installation)
Windows Server, version 1803 (Server Core Installation)
Windows Server, version 1903 (Server Core installation)
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https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2019-1060

windows Jypaxo ol
Remote Desktop Client Remote Code Execution Vulnerability SN cumwl o
Critical IV ES
CVE-2019-1333 S 39 ] Auwlils
Remote Code Execution w56

10/08/2019 oo

Windows 10 for 32-bit Systems

Windows 10 for x64-based Systems

Windows 10 Version 1607 for 32-bit Systems

Windows 10 Version 1607 for x64-based Systems

Windows 10 Version 1703 for 32-bit Systems

Windows 10 Version 1703 for x64-based Systems

Windows 10 Version 1709 for 32-bit Systems

Windows 10 Version 1709 for 64-based Systems

Windows 10 Version 1709 for ARM64-based Systems

Windows 10 Version 1803 for 32-bit Systems

Windows 10 Version 1803 for ARM64-based Systems

Windows 10 Version 1803 for x64-based Systems

Windows 10 Version 1809 for 32-bit Systems

Windows 10 Version 1809 for ARM64-based Systems

Windows 10 Version 1809 for x64-based Systems

Windows 10 Version 1903 for 32-bit Systems

Windows 10 Version 1903 for ARM64-based Systems

Windows 10 Version 1903 for x64-based Systems

Windows 7 for 32-bit Systems Service Pack 1

Windows 7 for x64-based Systems Service Pack 1

Windows 8.1 for 32-bit systems

Windows 8.1 for x64-based systems

Windows RT 8.1

Windows Server 2008 for 32-bit Systems Service Pack 2

Windows Server 2008 for 32-bit Systems Service Pack 2 (Server Core installation)
Windows Server 2008 for Itanium-Based Systems Service Pack 2
Windows Server 2008 for x64-based Systems Service Pack 2
Windows Server 2008 for x64-based Systems Service Pack 2 (Server Core installation)
Windows Server 2008 R2 for Itanium-Based Systems Service Pack 1
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Windows Server 2008 R2 for x64-based Systems Service Pack 1
Windows Server 2008 R2 for x64-based Systems Service Pack 1 (Server Core installation)
Windows Server 2012

Windows Server 2012 (Server Core installation)

Windows Server 2012 R2

Windows Server 2012 R2 (Server Core installation)

Windows Server 2016

Windows Server 2016 (Server Core installation)

Windows Server 2019

Windows Server 2019 (Server Core installation)

Windows Server, version 1803 (Server Core Installation)
Windows Server, version 1903 (Server Core installation)
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https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2019-1333
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Internet Explorer Jypaxo ol
VBScript Engine Remote Code Execution Vulnerability SN cumwl o

Critical el

CVE-2019-1238 S 2 | Al
Remote Code Execution w56
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Windows Server 2012

Windows 10 Version 1703 for 32-bit Systems
Windows 10 Version 1703 for x64-based Systems
Windows 10 Version 1803 for 32-bit Systems
Windows 10 Version 1803 for x64-based Systems
Windows 10 Version 1803 for ARM64-based Systems
Windows 10 Version 1809 for 32-bit Systems
Windows 10 Version 1809 for x64-based Systems
Windows 10 Version 1809 for ARM64-based Systems
Windows Server 2019

Windows 10 Version 1709 for 32-bit Systems
Windows 10 Version 1709 for 64-based Systems
Windows 10 Version 1709 for ARM64-based Systems
Windows 10 Version 1903 for 32-bit Systems
Windows 10 Version 1903 for x64-based Systems
Windows 10 Version 1903 for ARM64-based Systems
Windows 10 for 32-bit Systems

Windows 10 for x64-based Systems

Windows 10 Version 1607 for 32-bit Systems
Windows 10 Version 1607 for x64-based Systems
Windows Server 2016

Windows 7 for 32-bit Systems Service Pack 1
Windows 7 for x64-based Systems Service Pack 1
Windows 8.1 for 32-bit systems

Windows 8.1 for x64-based systems

Windows RT 8.1

Windows Server 2008 R2 for x64-based Systems Service Pack 1
Windows Server 2012

Windows Server 2012 R2

Windows Server 2008 for 32-bit Systems Service Pack 2
Windows Server 2008 for x64-based Systems Service Pack 2
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https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2019-1238

Internet Explorer Jgaxa ol
Scripting Engine Memory Corruption Vulnerability ) ol
Critical KNV PPN
CVE-2019-1367 S ) Aulid

Remote Code Execution oals

10/08/2019 a9 GAT

Windows Server 2019

Windows Server 2016

Windows Server 2012 R2

Windows Server 2012

Windows Server 2012

Windows Server 2008 R2 for x64-based Systems Service Pack 1
Windows Server 2008 for x64-based Systems Service Pack 2
Windows Server 2008 for 32-bit Systems Service Pack 2
Windows 8.1 for x64-based systems

Windows 8.1 for 32-bit systems

Windows 7 for x64-based Systems Service Pack 1
Windows 7 for 32-bit Systems Service Pack 1

Windows 10 Version 1903 for x64-based Systems
Windows 10 Version 1903 for ARM64-based Systems
Windows 10 Version 1903 for 32-bit Systems

Windows 10 Version 1809 for x64-based Systems
Windows 10 Version 1809 for ARM64-based Systems
Windows 10 Version 1809 for 32-bit Systems

Windows 10 Version 1803 for x64-based Systems
Windows 10 Version 1803 for ARM64-based Systems
Windows 10 Version 1803 for 32-bit Systems

Windows 10 Version 1709 for ARM64-based Systems
Windows 10 Version 1709 for 64-based Systems
Windows 10 Version 1709 for 32-bit Systems

Windows 10 Version 1703 for x64-based Systems
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Windows 10 Version 1703 for 32-bit Systems
Windows 10 Version 1607 for x64-based Systems
Windows 10 Version 1607 for 32-bit Systems
Windows 10 for x64-based Systems

Windows 10 for 32-bit Systems
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https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2019-1367




